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Whatis FSIJ
"RBEFEFEREANT) =V INOITAZITT4T

> The Free Software Initiative of Japan
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http://www.fsij.org/
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Whatis Free Software ?
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Typical type of Free Software

* GNU General Public License (v2 or v3) C:ERIN 3V 7
NoxT

> Linux, GCC, MySQL, etc.
* GPLV2 /V3BE¥#DSA 2V ATERINZYINITT

> Apache License, Version 2.0
> FreeBSD license

> Intel Open Source License
> Blah,blah,blah---

BY HIRONOBU SUZUKI, 2008/4



Free Software vs. Open Source

"Open Source (ETiZzHADI=DHFree Software’x
compromise L/-FA:E

"+ L#kO0pen Source HZIX;EEL TL3
> OSIBREZ MV ADEE:
"LinuxtgA—>7>v—2x"7?
> GPLER®DZY)—Y IR T7EWD DHEE
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Mvth of Free Software E
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Whatis Distribution?
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Distributions

" Debian GNU/Linux * Fedora (Radhat)
> Ubuntu > Red Hat Enterprise Linux
- Kubuntu > CentOS
— Edubuntu > Yellow Dog Linux
~ Xubuntu " Mandriva Linux
> KNOPPIX " openSUSE
i:;”sdms * MEPIS Linux

= Gentoo Linux Slackware Linux

" Vine Linux
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Foo Bar Community

"I a=FqICKYEY EIFS

> 1B EB) (Canonical, Redhat, Novel, IBM, HP,
Google, etc-")

> RDT1—R Ny D (R, KE, £3%)
YIRS UTAT(FE-TVIZT)
—AFWNTYTEFV)TEERDIENTES
"I 2= T 1 DAY
> The Free Software Foundation
> SOFTWARE IN THE PUBLIC INTEREST, INC
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Free Software Projects

"Debian Project

> FELINUXTAANIE 2—23 >y DR TERRIRD /IS
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"GCC Project
>E2EHEARALICERERIIZZT 1D
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Debian Project: well-defined structure

" BRME 7S A R
> FEERICETHRY ZHMMI E(EEEE H EAE
> |FEAETRFEAREDI OO WA R
- http://www.jp.debian.org/intro/organization
> Debian maintainer& %5017 Ot A H BAHE
" RREAEEOER
> mMBERIEYEF2) T4 ERELAEET O ERDOHE
> X)) TF1ERBEEF LT —F— A
— Debian Security Announcement DFAT
- Open Vulnerability and Assessment Language MEEAN

" http://oval.mitre.org/
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GCC Project: flexible structure

" Steering Committee : 15  ® Role-Based Classification

= Maintainers > Release Managers: 1 + 3
> Blanket Write Privs: 11 > Language Lawyers
> CPU Port: 60 > Bugmasters
> OS Port: 16 > Sweepers

> Language FE: 15 > Housekeepers

> Various: 81

> Non-Algorithmic: 6

> Reviewers: 17

> Write After Approval: 182
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Competitors and Survivors

‘ Alternative h’ 1Z1E 9 5583
" ERARIBE A XEY
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Competition

R [ & fREN R RS
> sendmail
- FIHAD AV —R v N DB DD DM ail Transfer Agent
> postfix

- Wietse Venema’s MTA
= |IBM Secure Mailer EEMEIXNIBM BAA—T Y —RIZEY

HIE oI5 EoT
> gmail
— Dan J Bernstein's MTA
> exim

— Developed at the University of Cambridge
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Software Vulnerability

" FEEHICLB XA TAEEETOIIENTERY
Jh Oz 7EREE(Software failure)

Software failure

Software
Vulnerability
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Software Engineering 5 SR A R
" NTEETTHNRAL DD /

Z DAt

D.M. Weiss et al.,
“Evaluation software
development by
analysis of changes:
Some data from
software engineering
laboratory”. |EEE
Trans. Software
Engineering, Vol. 11,
No.2 pp.157-168, Mar.,
1985
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Software Engineering

= NTD30% 135000 FEE/TRERICT L ERN 2
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Software Engi
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Process of Vulnerability Handing in

General

Mitre common vulnerabilities and Exposure

C_CVE ©

N

T —

Vender

3 D
-

reporter

Q
O\A\OO BY HIRONOBU SUZUKI, 2008/4
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CVE (Mitre Common Vulnerability

Exposure)

" KELTLLERESE (Department of Homeland
Security) BN AR H—
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CSIRTs and Communities
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Small Group Developers .
P ’ 7YT gty
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Security Update
" 1—HICHEIRIEA
> A—HIIE D DRI TV YT T—hTBNEIRDS
- @I ICupdate I E5bIFTIFA L
> TIWD) I TEHET

DINBRWNTEZLIT?
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Security Update (Ubuntu)

U pd atez %l] N <2 You can install 4 updates

(& Software updates correct errors, eliminate
security vulnerabilities and provide new features.

Important security updates

s e o b2 s EREERESERSNNEIIN

openssh-server
secure shell server, an rshd replacement
From version 1:4.6p1-5ubuntu0.1 to 1:4.6p1-5ubuntu0.2 (Size: 260 KB)

ssh
secure shell client and server (metapackage)
From version 1:4.6p1-5ubuntu0.1 to 1:4.6p1-5ubuntu0.2 (Size: 1 KB)

Download size: 1.0 MB

-

f¥Check -/ Install Updates
~ Description of update

Changes Description ‘

Ubuntu Bug Report

Version 1:4.6p1-5ubuntu0.2:

\ *SECURITY UPDATE: X11 forward hijacking via alternate address families.
™, © channels.c: upstream fixes, patched inline. Thanks to Nicolas Valcarcel

A (LP: #210175).

CVE-2008-1483

CVE-2008-1483

BY H A ELB(©)




U b u n tu JBug #210175 in openssh (Ubuntu): “[openssh] [CVE-2008-1483] allows local users to hijack M[=]E3

771(E) ®\EE) TRV EBES Tviv—oB) VL@ ~TH) £
B u g & - l$ o @ 3 m‘ |“-’? https://bugs.launchpad.net/ubuntu/+source/openssh Ll %|'| B'] |'|Gt::r::f~; e |Lx]
*Hamer>lllmmnv>openssh > Log In / Register =

Report P =
B .J

{% Bug #210175, first reported on 2008-04-01 by & hk47 /L
> Bt descriptionftags [openssh] [CVE-2008-1483] allows local

* Mark as duplicate as B
S —— users to hijack forwarded X connections

* Also affects project
» Also affects distribution Affects Status Importance Assigned to

Bug #210175 in openssh (Ubuntu) fr 0

Overview Bugs Answers

»> Subscribe /Unsubscribe = [l openssh (Debian) = Unknown = Unknown % [ debbugs #463011
* Subscribe someone else = (@l cpenssh (Gentoo Linux) = Confirmed = Unknown < [ gentoo-bugs #214985
> Comment or attach file .
= (@l openssh (Mandriva) = Unknown = Unknown < A\ mandriva #39377
*> Nominate for release = = — .
» Add branch % [l openssh (Ubuntu) = Fix Released < Undecided =
> Link to < (2 Dapper = Fix Released = Low < & Kees Cook
* Remove CVE link S (@ Eday < Fix Released < Low < & Kees Cook
N .
S i i % (@ Feisty = Fix Released = Low = 8 Kees Cook
> View activity log
< (@ Gutsy = Fix Released = Low < & Kees Cook

Subscribers
Also affects: % Project--- % Distribution/Package---
CVE references M Bug description #
References:

MDVSA-2008:078 (http://www.mandriva.com/en/security/advisories?name=MDVSA-2008:078)
openssh" source packagey Quoting:
"OpenSSH allows local users to hijack forwarded X connections by causing
ssh to set DISPLAY to :10, even when another process is listening on
the associated port.”

& Colin Watson wrote on 2008-04-01: {permalink)

We already fixed this in Hardy:
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CVE

CVE - CVE-2008-1483 (under review) - Mozilla Firefox
Z74IV(E) B/EE) ERV) BES) Tvsv—4oB) V=IO ~ILF(H)

@& - - @ X m |#¢ http://cve.mitre.org/cgi-bin/cvename.cgi?name=2008-148 |~ | | [[Cl+| o

| </ Bug #210175 in openss... . & CVE - CVE-2008-14... @

MPATIBLE PRODU

CVE LIST

S —APRIL 1,
\f="
\._.) [

HOME > CVE
About CVE
nology

CVE-2008-1483 (UNDER REVIEW)

h
=
i

my CVE-ID
8.

i CVE-2008-1483 Learn more at National Vulnerability Database (NVD)
CVE List T R + Severity Rating - Fix Information - vulnerable Software Versions - SCAP
About CVE Identifiers Mappings

—— Description

OpenSSH 4.3p2, and probably other versions, allows local users to hijack forwarded X
connections by causing ssh to set DISPLAY to :10, even when another process is listening
on the associated port, as demonstrated by opening TCP port 6010 (IPv4) and sniffing a
cookie sent by Emacs.

Search NVD

CVE In Use
CVEC ible
NVD for C
More . . . References
News & Events

Note: References are provided for the convenience of the reader to help distinguish between
vulnerabilities. The list is not intended to be complete.

F letter
Community

» BUGTRAQ:20080325 rPSA-2008-0120-1 gnome-ssh-askpass openssh openssh-client openssh-server
C fitorial Board » URL:http://www.securitvfocus.com/archive/1/archive/1,/490054/ 100/ 0/threaded
Spor » CONFIRM:http://bugs.debian.org/ cgi-bin/bugreport.cei?bug=463011
Contact Us « CONFIRM:http://wikirpath.com/wiki/ AdvisoriestPSA-2008-01 20
Search the Site « CONFIRM:https://issues.rpath.com/browse/RPL-2397

o FRSIRT:ADV-2008-0994

» URL:http:/fwww frsirt. com/english fadvisories/2008/0994 /references

» SECUNIA:20522

« URL:http://secunia.com/advisories/29522

» SECUNIA:29537

» URL:http://secunia.com/advisories/29537

Candidate This CVE Identifier has "Candidate” status and must be reviewed
and accepted by the CVE Editorial Board before it can be
updated to official "Entry" status on the CVE List. It may be

modified or even rejected in the future.

Common Vulnerabilities and Exposures
The Standard for Information Security Vulnerability Nomes

TOTAL CVEs: 30000

Printer-Friendly View [ARecl

Data Updates & RSS Feeds
Reference Key/Maps

Data Sources

Versions

Search Tips

Editor's Commentary
Obtain a CVE Identifier
Editorial Policies

About CVE Identifiers

ITEMS OF INTEREST

Terminology
NVD
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oCERT
"oCERT

> Open Source EFEDCSIRTF—L

oCERT.org

FAQ

Mailing Lists

Repart an Incident

Report a Yulnerability

Sponsors
Google
INVERSE CPATH
QSC.
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GNU /Linux and Government

" Security-Enhanced Linux
>the National Security Agency

"the Composable High Assurance Trusted
Systems (CHATS)

>the Defense Advanced Research Projects Agency

BY HIRONOBU SUZUKI, 2008/4

34



Conclusion
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Question?

Happy Hacking!!
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