SCIS 2004 The 2004 Symposium on
Cryptography and Information Security
Sendai, Japan, Jan.27-30, 2004
The Institute of Electronics,
Information and Communication Engineers

Jobooobuobbooboobtooboobobgonod

Development of Internet Attack Detection System based on Baysian

Estimation

oo oo oo oot

Masaki Ishiguro

Hironobu Suzuki

oD 0oo¢
Huroyuki Ohno

oo oo
Ichiro Murase

o000 bobooooobooboobo IpOoboboboOobOobOooboOobOob0OooDobobooboOooDo
gboboooboooboobooobobobooboobboobooboooboooboboobboo
goboooboobbooboooboobobobobooobooobooboboobooobbooobboo
gboooobooobooboooboboboobooobooboobobooboooboboobboo
gboooboooboobbooboboo ooboooobooboboobooboboobooboboo
gboooobooobboobooobobboobooboboobooboboobooobobooboboo

gooobooobooobooboo

0000 OOoOooOo0oOooOooOU0oooOoOOooooOooooOoOoooRroCcOO

1 0dgogo

gboobooboooooooboobobooon
gbooboooooooboobobbooboboboon
gobbooobooobobboboboobboobon
0(@0O00)000000000000oooUOoooo
gobooboobooboooooobobobooooon
gboobooooooooooboobobobbooooon
00O (Intrusion Detection System(IDS)) 000000
00000000 1)oIbso0ooooooooooo
gbooboooooooooobooboboboboooon
OO00000ooooO000oOoOoOO000OgOocCERT
Advisary, CVE 00000000000 0OOOOOO
gboobooooooobooboboboooboooon
gboobooooooooooboboboooooaoon
gbooooooobooboboboboobobobo
god

goboooooobooboooooooo Ipoogon
gboobgobobooboooboobobooooooao

*O00000000000 DO0o0ooooo, 0 100-8141 00000
00000000 3-6, Information Technologies Research Dept.
Mitsubishi Research Institute Inc., 3-6, Otemachi 2-Chome,
Chiyoda-ward, Tokyo 100-8141

0000000, 0 151-0051 0000000000 1-28-8-006, Hi-
ronobu SUZUKI Office, 1-28-8-006 Sendagaya, Shibuya, Tokyo
151-0051

tooooooooDOO0OoO goooooooooooooo,  d
184-87950 0000000000 4-2-1, Emergency Communica-
tions Group, Information and Network Systems Division, Com-
munications Research Laboratory, 4-2-1 Nukui-Kitamachi, Ko-
ganei, Tokyo 184-8795

goboobooobooooboooboooboooboo
goooobobobooboboboobobobon
goooboooboboooooooobobobon
gbooooboboboooooooobobobon
gbobooobobobooooooooobobobon
gboooboooboobooobooboo

2 0Dodoodo

gooIipO0O000ooooooooOoOoOoOoOogon
gbooooobobobooooboboobobobon
gbooobooobobooooboboobooooo
gobboooobooobooboooobboooboo
gbobooooooboboboboboboboboon
gboooobooboboboooboobobbobobon
gboooboooboobood

gooooobobooboobooboobobbobobo
gbobooboobooooooooobooboobobooon
000000000 (00o00)ooooooooooo
gboooooogoobooboobboobboobo
goooobooboooooooooo“oboooboog
gbooobooboboboobooboooobobon
pooooopoooooOoOoooooOogroooobooo

00000000000 0o0o0¢o 10000000
00)00000ot0o0ooUooUoooo T(Ooo
0000000)00000ooo0oooooooooo
000000000000 (D0ooooO)ooooo



g oog
gooooo (DDDDDDDDD)DDDDDDDD
godoodloboogooooooogooogno (|:||:|
|:||:|)|:||:||:||:||:||:| (I)DDDDDDDDDDDDDD
goooood (DDDD)DDDDDDDDDDDD
|:|T|:||:||:||:||:|(I)DDDDDDDDDDDDDDDD
goodot+toodooogooooooodd
P(s)P(rls:)
Pl = S p(s) P(rls)) @
|:||:||:||:|5i(i:0,1)DDDDDDDDDDDDDD
googoood

(2)

s : 0000
si : 0000

rO00000000000O000O000O0000O00000O0O

O0O0P(s;jr) D0r00000000DO0O s,0000
0000000000000 00P(s;) 0000000
00 s, 00000000000D00P(r|s;) 0000
Us; 000000 -r0o0goo0oooooooodd
0 P(rls;) 0000000000000 OOOOOOO
gboobobobooboooboboobooooooao
gbooboooooooobobobobooooooon
god

r

Prls0) = = 3)
P(rls)) = ko’_ﬁr (4)

rO0000000000000000DO00O00O0e,0
gboobogooboobooboobobobobooooooo
oOoooooooOooooooOooookoOoooon
0000000000000 oooo0oooo (oo

000000000)00000 (3)0000 (4000

gb1o00b00boboboboboboobobo
gbooboooooooooobooboboooooooon
gbooboooooooobobobobooooooon
gboooboo3gbooobood
g20000000000000000000000
gboooglgbobobooobobobooooooon
gboobobooboobooboobooboboo

3 bDbhooobboboooad

gboboooooooboooboboboboboon
ooIlpO00O0O00O0O00O0ODODOOOOODOODOO
gbooboooooooooboobobobobobooo
gboobooooooooooobbobooooooon
gboobooobobooboooooooooboobbooon

60

TS EE AR (T)
—>

w UL

rLUEDDS
DE(r)
20
rL2K
10 " I V| \vl VRS INATA
RAELEE (o) v VVVVV |

2120000

U 1obobboobbobooboobobod

A
{WAPEY

EEEE%&EF&?

U20000000000000000000

00000o0ooooooooooooooooooon
O000o0oooooooooooooooooooo

0400000000000000000O000OOO0O
O000oO0ooooo0oo0ooooooooooooo
ooo0o0oooooOoOooooooooooooooo
go0oo0o0o0ooooooooooooooooooo
OWEBOOOOOOOOOOOOOOOOOoOoOooDOO
00000000ooooooooooooOOooooo
Linux syslog 00000000 TCP/UDPOOOOO
000 clscan 0000000 4000000 OOOO
gooooOoooooOoOoOooooOoOoOoOoOoooOoO
Ocscan 000000 O0OOOCOOOCOODOOODOOOO
0000000 0oooooooooooooo 2000



1. ggoogoooobobobbobboboooooo
goo

2.000000000000T,00000000
gboooboooboobod

3. 0000000000¢00000000000
000000000 ()00000000000
()O00D00O00¢t+10000(0000)00
ooo

4. 000000000000 Ty0000000 3
gboooboooboooon

U3:0b00b0o00booon

T2 H—F ok

o RYIR

WEHRRL cﬁ‘ '
7k°—|~7\4'-x':,c" toHRYIR
KRR & '
R—bRFry m

o OffineR &Rk o

2L YRYIR (TR B R

'

Email/#E~

EHamn

To:
|:> Subject:

FRAT TR —N
BRIVAT L

!
o
o
o o
o
o
o
o

o 8 2 s s <
EEEEREEL

R—rRFvrr0d R—bRX v HEERRS  BRENAIHEE

0O4 000000000

gbooboooooooboooooooooooooooon
oboboboooooooooowEBOOODOOOOO
gbooobooooboobooobooobooboo
i-mode,ezweb 000000000 COOOOOCODOODO

4 00O

gboobobobooooboboboboboboon
0000oooo [2ROC OO0 (Reciever Operating Char-
acteristics Analysis) 000 0000000000000
gboobooooooooooboobobooooooon

gogobooboodgboobooooobobooobbo
gbobooboooboboooboboboobooobon
gooooobobobobooooobobobon
goooroCOOOOOOODOOOOOOOOODDO
000000 (False-Positve Fraction) 00000000
000000000000 (True-Positive Fraction) O
gbobooobobooobooobooobooboboobn
gboboobooooobobooboboboobon
gbooboooboboboooooooobobobon
cooroOCOOOOOOOOOOODOOODOOOO
googobooon

gooooooboobogobobobooobobobo
gboooboobobobobooooooobobon
gboooooboboboobobooooboobobon
gogoboooboboooobboooboboobboobo
gbooooboobobobooboooboobooboon
gbooobooboboboboooooooboboon
gbooooobobobooobooboobobobon
goooboood

0500200300 JPCERTOOOOOOOOODOO
gboobgobobobooooobooboooboooo
gboboooooooobobooooobooobon
gbooobooobooobooboon

800

.
p

700 | i port1434 B

600

500

400

amount

300

200

100

ST

Oct/01  Nov/01

7 R b A A -~
S R SR S L TR WA T S A .

Apr/01 May/01 Jul/01  Aug/01
time

0 Lol
Jan/01 Feb/01

s obobooboooboooboon

OO0O8DO httpOOOOOOOODO20030 30 180
0 “Microsoft IIS5.0 0000000000007 (JPCERT-
AT-2003-0003) 0000000000000 13500Win-
dows RPCOOODOOOOODOOOODODO20030 80O
15000W32/Blaster 00000000000 ODOOO
OO0 «“TCp 1300000000ODODOODOOODODDOO
0007 JPCERT-AT-2003-0006) 0 000000000
gbobO20000000000000000¢002003
0303100 “0O00 sendmail 0000O0O0OCOO
0007 JPCERT-AT-2003-0004) 0000000000



U ogd 1434 0 U Microsoft SQL Server 20000 0000
0O000ogd20030 102700 “UDP 1434000000
0000000000000 00”(JPCERT-AT-2003-
01-27)0O0DO0O0OOO0OO

Baysian estimate

| L | "
Jul/01  Aug/01 Oct/01  Nov/01

time

| |
Apr/01 May/01

0 "
Jan/01  Feb/01

geo0bobooobobooboaon

gedbobOsgbobooobobooboobboon
gboobooobooboboobooboob

goboobooboooboobooobo 20030
O0OO0OOO0OCERT Advisory 000000000000
gboooooboboooobooboboooobon
O000000000000000 25(smtp) 0000
oOoRrRoOCOOOOOO

oooooooooDioooIpOo0onoODODOD 2003
01010002030 12010000 1100000
000 TCP/UDPOODOOUDOOOOODO7TOOO
O00000D0000000D0 (00 Positive cases) O
000000000 (Negative cases) 10000000
gbooboooboobooboobooboboo

0.4

T T
Negative cases
Positive cases -------

035 E
03 «
025 4 R

0.2 i ]

Probability

015 | R

01r i v

005 1

v | | | h | 1 1 1
0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1
Estimated Values

O70b00b000o0oOoboobooobooobooon

gotdoobooooboouotoooooooonog
goobooovgunoooooodoodoooood
goobooolboooudouoobooboooood
gdoboobooooouoboobooooood

08000 (000D 0)OODOODOOUOOUOOO
gdddoooboooouooooboboobooood
000000000 True-Psitive Fraction O O O False-
Positive Fraction OO0 00000000 OROCOOOO
O00000000000000000 True-Psitive Frac-
tion 0O O O False-Positive Fraction 0 20000000
gdoboooooobooood

1 , P
+
r i
f/ - L
08 | r * i
+/ e X
st
+/T' X¥><
5 = %
k] ! .
E 0.6’7’ ><>§§/ 1
Z : o
2 %
¢ */
8 04f [ E
': X ¥
<
ik
02 % T301B5k0.5  + -
! T100B5k0.5 X
; T100B3k0.5 *
i baseline --------
i
0 L 1 1 1 1
0 0.2 0.4 0.6 0.8 1

False-Positive Fraction

08 00020000000000ROCOO

080bdooo2000ooooooooooooad
0000000000000 (0 1)Obooo0oOO True-
Psitive Fraction O O O False-Positive Fraction 0 O O O
doodoooRrRoOCOOOODOOODOOO

U lobobooboooboooboob

0D8OODID | 00000 |000O0OD | 00O | AzO
oooo oo 0ooo
T301B5k0.5 | 0.5 5 301 0.95
T100B5k0.5 | 0.5 5 100 0.79
T100B3k0.5 | 0.5 3 100 0.80

ROCOOOOy=2000000000000000
cOooooO0ooOoooooooooooooRroCcO
00000 (AzO0)OOOOODOO O 100 AzODOOO
gboooobgsnooboooboobogostnan
gogbsbobobobooboboobooobooaon
goo



5 0UoOd

goboooooobooboooooooo Ipoogon
gboobooooooobooboboboboboooon
gbooboboboobooboboboboboooooao
gboobooooooboobooboboooooooon
gbooboooooooooobooboboboboooon
gbooboooooooboboooooobooooon
gboobooooboobobooooooobooooooon
gbooboooooooobobobobooooooon
oOoooooOoooOoooooooooooroCcOO
gboooboobooooobobobobooobooaoo
gbooboooooooobobobobooooooon
gbooboooboobboobooboobo

good

[1] P. Porras and P. Neumann, “EMERALD: Event
Monitoring Enabling Responses to Anomalous Live
Disturbances”,In Proceedings of the Nineteenth
National Computer Security Conference, October
1997.

[2] Richard O. Duda et al.,Pattern Classification, John
Wiley & Sons[J 2001

800 OO O, XOCTooOoOoOoooooo
Oo0oo0oooooooooooooooooog
07, 000000000000 2001,0 190 10
pp-43-49

[4 0000, cscan 000000, http://www.pp.-
iij4u.or.jp/ h2np/h2np/lscan/

[p) 00 OO O,“DboSOOOO0ODOOODOO, OO
oboboobooobooobboooon 20030pp.97-102



